ODISHA UNIVERSITY OF TECHNOLOGY AND RESEARCH
Techno Campus, MahalaxmiVihar,Ghatikia, Bhubaneswar-751029.
Syllabus Structure (Admission Batch: 2023-24)


School/Department: School of Computer Sciences

Course: B. Tech.			Programme: 
Abbreviation used:

	AC
	Audit course
	LC
	Laboratory Course
	PA
	Practical Assessment

	PC
	Professional Core
	PR
	Project/ Practical/ Internship
	L
	Lecture

	PE
	Professional Elective
	SE
	Seminar/ Expert Lecture/ Etc.
	T
	Tutorial

	OE
	Open Elective
	IA*
	Internal Assessment
	P
	Practical

	MC/BS/HS
	Mandatory/ Common Course 
	EA
	End-Semester Assessment
	
	

	ACC
	Advanced Competency Course

	*Internal Assessment Mark (40 marks) consists of (i) Mid Semester (20 marks), (ii) Quiz/ Assignment/Attendance (20 marks)






Minor in Cyber Security

	Sl. No.
	Subject
Type
	Subject Code
	Semester
	Subject
Name
	Teaching Hours
	Credit
	Maximum Marks

	
	
	
	
	
	L
	T
	P
	
	IA
	EA
	PA
	Total

	1
	
	CS3263
	5th
	Operating System Fundamentals 
	3
	0
	0
	3
	40
	60
	-
	100

	2
	
	CS3264
	6th
	Foundations of Cryptography 
	3
	0
	0
	3
	40
	60
	-
	100

	3
	
	CS4265
	7th
	Network Security 
	3
	0
	0
	3
	40
	60
	-
	100

	4
	
	CS4267
	7th
	Blockchain and its Applications 
	3
	0
	0
	3
	40
	60
	-
	100

	5
	
	CS4262
	8th
	Cyber Security and Privacy 
	3
	0
	0
	3
	40
	60
	-
	100

	6
	
	CS3582
	6th
	Operating System Lab 
	0
	0
	3
	3
	-
	-
	100
	100

	7
	
	CS4583
	7th
	Cryptography Lab
	0
	0
	3
	3
	-
	-
	100
	100

	Total
	15
	0
	6
	21
	200
	300
	200
	700









SUB_CODE: Operating System Fundamentals 		(L-T-P:Credits)(3-0-0:3)

	Prerequisites
	Data Structure and Algorithms, Computer Organization 



Course Outcomes:

	CO1
	To understand the basic concepts and functions of operating   systems.

	CO2
	To understand Processes, Threads and Deadlocks

	CO3
	To analyze Scheduling algorithms

	CO4
	To analyze memory management schemes.




Detailed Syllabus

	[bookmark: _heading=h.1vr9kr36ic79]Module-I
	( 7 Hours)

	Overview Operating System, Simple Batch Processing Systems, Multiprogramming and Time-Sharing systems. Personal Computer Systems, Parallel Systems, Distributed Systems and Real- time Systems. Operating System Structures: Kernel, different types of Kernel Architecture, Operating System Services, System components, Protection system, Operating System Services, system calls.

	[bookmark: _heading=h.unsgtjcujlc5]Module-II
	( 8 Hours)

	Process Concept, Process Scheduling, Operation on Processes, Inter process communication, Examples of IPC Systems, Multithreading Models, Threading Issues, Process Scheduling Basic concepts, scheduling criteria, scheduling algorithms, Thread Scheduling. Process Coordination, Synchronization, Critical section problem, Synchronization hardware, Semaphores, Classical problems of synchronization, Monitors. Deadlocks, System model, Deadlock Characterization, Handling Deadlocks, Deadlock Prevention, Deadlock avoidance, Deadlock Detection, recovery from Deadlock.

	[bookmark: _heading=h.2iuc8jr0h30a]Module-III
	( 8 Hours)

	Memory Management strategies, Logical versus Physical Address space, swapping, contiguous Allocation, Paging, Segmentation. Virtual Memory: Background, Demand paging, performance of Demand paging, Page Replacement, Page Replacement Algorithms. Allocation of frames, Thrashing, Demand Segmentation.

	Module-IV
	( 7 Hours)

	Overview of Mass Storage Structure, Disk Structure, Disk Scheduling, Disk Management, Swap-Space Management, I/O System Overview, I/O Hardware. File system, file structure, Directory Structure, Allocation Methods



Text Books:
1. Abraham Silberschatz, Peter Baer Galvin, Greg Gagne: Operating System Concepts, 8th edition, Wiley-India, 2009.
2. William Stallings: Operating Systems, PHI Learning Pvt. Ltd. 

References Books:
1. H.M. Deitel, P. J. Deitel, D. R. Choffnes: Operating Systems, 3rdEdition, Pearson Education. 
2. Andrew S. Tanenbaum: Mordern Operating Systems, 3rdEdition, PHI Learning Pvt. Ltd. 
CO-PO Mapping:
	

	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	3
	
	
	2
	
	
	
	
	1
	
	1
	1

	CO2
	
	3
	
	
	3
	
	
	2
	
	1
	
	

	CO3
	
	
	2
	
	
	
	
	
	
	
	
	

	CO4
	
	
	
	2
	
	
	
	
	
	
	
	


























SUB_CODE:	               Sub: Foundations of Cryptography	(L-T-P:Credits)(3-0-0:3)

	Prerequisites
	Knowledge in engineering mathematics.



Course Outcomes:

	CO1
	Identify security objectives & threats and enumerate necessary services & mechanisms for effective counter measures.

	CO2
	Explain the mathematical foundation of cryptography through modular arithmetic, linear algebra, number theory, factorization and discrete logarithm.

	CO3
	Analyze the performance of traditional symmetric key cryptography techniques and modern symmetric key ciphers like DES and AES.

	CO4
	Apply public key cryptography and Hash algorithms in encryption, data integrity, authentication, digital signature, and key exchange.




Detailed Syllabus
	Module-I
	( 7 Hours)

	Course Overview, Symmetric-key Encryption, Historical Ciphers, Perfect Security and Its
Limitations, Computational Security, Semantic Security and Pseudorandom Generators (PRGs), Stream Ciphers, Provably-secure Instantiation of PRG, Practical Instantiation of PRG, CPA-security and Pseudo-random Functions (PRFs).


	Module-II
	(7 Hours)

	CPA-Secure Ciphers from PRF, Modes of Operations of Block Ciphers, Theoretical Constructions of Block Ciphers and Practical Constructions of Block Ciphers , DES, AES and Message Authentication Codes (MAC), Information-theoretic Secure MAC, Cryptographic Hash Functions, Ideal-Cipher Model, Davies-Meyer construction and Merkle-Damgård Paradigm, 


	Module-III
	(8 Hours)

	Birthday Attacks on Cryptographic Hash Functions, Applications of Hash Functions, Random Oracle Model and Authenticated Encryption, Generic Constructions of Authenticated Encryption Schemes, Key-exchange Problem, One-way Trapdoor Functions and Cyclic Groups, Discrete-Logarithm Problem, Computational Diffie-Hellman Problem, Decisional Diffie-Hellman Problem, Elliptic-Curve Based Cryptography and Public-Key Encryption


	Module-IV
	(8 Hours)

	El Gamal Encryption Scheme, RSA Assumption, RSA Public-key Cryptosystem, KEM-DEM
Paradigm and CCA-security in the Public-key Domain, CCA-secure Public-key Hybrid Ciphers Based on Diffie-Hellman Problems and RSA- assumption, Digital Signatures, RSA Signatures and Schnorr Identification Scheme, Schnorr Signature, Overview of TLS/SSL, Number Theory, Interactive Protocols and Firewall



Text Books:
1. Cryptography and Network Security-Principles and Practices, William Stalings, Prentice Hall, India 
2. Network Security and Cryptography, Bernard Menezis, Cengage learning

References Books:
1. Cryptography and Information Security, V K Pachghare, PHI
2. B. A. Forouzan and D. Mukhopadhaya, Cryptography and Network Security, 2nd Edition, McGraw-Hill Education, 2010.
CO-PO Mapping:

	 
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	2
	2
	1
	1
	
	
	
	
	
	
	
	

	CO2
	3
	3
	1
	1
	
	
	
	
	
	
	
	

	CO3
	3
	3
	3
	2
	
	2
	
	
	
	
	
	

	CO4
	3
	3
	3
	2
	
	2
	
	
	
	
	
	




(1:Low, 2:Medium, 3:High)















SUB_CODE:            Subject: Network Security   	(L-T-P: Credits)(3-0-0:3)

	Prerequisites
	· Basic understanding ofComputer Networks(OSI model, protocols, etc.)
· Knowledge ofOperating Systems(processes, memory, file systems)
· Familiarity withprogramming languagessuch as C or Python
· Basic concepts ofdata structures and algorithms
· Awareness ofcyber security fundamentals(optional but beneficial)



Course Outcomes:

	CO1
	Understand the principles and practices of cryptographic algorithms used in network security.

	CO2
	Analyze various network security threats and their mitigation techniques.

	CO3
	Evaluate security protocols and mechanisms for ensuring secure communication.

	CO4
	Apply knowledge of firewalls, intrusion detection systems, and virtual private networks in real life.




Detailed Syllabus

	Module-I
	( 10 Hours)

	Introduction to Network Security: OSI security architecture, Classical Encryption Techniques, Block Ciphers, Public Key Cryptography (RSA, ECC), Hash Functions (MD5, SHA).

	Module-II
	(10  Hours)

	Network Threats and Countermeasures: Types of attacks (DoS, Phishing, Spoofing, etc.), Firewalls, IDS/IPS, Secure Email, Digital Signatures, Web Security, TLS/SSL.

	Module-III
	( 10 Hours)

	Advanced Topics in Security: VPN, Wireless Security (WEP, WPA2), IPsec, Security in Cloud and IoT, Authentication Protocols (Kerberos, OAuth), Zero Trust Security. 



Text Books:
1. Cryptography and Network Security: Principles and Practice by William Stallings, Pearson, 7th Edition. 
2. Network Security Essentials: Applications and Standards by William Stallings, Pearson, 6th Edition.

References Books:
1. Network Security: Private Communication in a Public World by Charlie Kaufman, Radia Perlman, and Mike Speciner, Prentice Hall, 2nd Edition. 
2. Applied Cryptography: Protocols, Algorithms, and Source Code in C by Bruce Schneier, Wiley, 2nd Edition.
3. Computer Security: Principles and Practice by William Stallings and Lawrie Brown, Pearson, 4th Edition.
4. Introduction to Network Security by Neal Krawetz, Cengage Learning, 1st Edition.	



CO-PO Mapping:

	 
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	3
	2
	2
	1
	1
	1
	1
	1
	1
	1
	1
	1

	CO2
	3
	3
	3
	2
	1
	1
	1
	1
	1
	2
	1
	1

	CO3
	2
	3
	3
	2
	2
	1
	1
	1
	1
	2
	2
	1

	CO4
	2
	2
	3
	3
	3
	2
	2
	1
	2
	2
	2
	2




(1:Low, 2:Medium, 3:High)


















SUB_CODE: Blockchain and its Applications			(L-T-P:Credits) (3-0-0:3)

	Prerequisites
	Computer Networks; Operating Systems; Cryptography and Network Security



Course Outcomes:

	CO1
	Understand blockchain fundamentals, cryptographic primitives, and types of blockchains.  

	CO2
	Analyze blockchain architecture and consensus mechanisms.

	CO3
	Apply and implement smart contracts on Ethereum and Hyperledger Fabric.

	CO4
	Evaluate identity, interoperability, and real-world blockchain use cases.




Detailed Syllabus

	Module-I
	( 7 Hours)

	Blockchain Basics and Crypto Primitives: 
Introduction to Blockchain Technology and its Importance, Types of blockchain, blockchain structure, Cryptographic hash, Digital signatures


	Module-II
	( 8 Hours)

	Architecture &Permissionless Consensus:
Blockchain layers (network, consensus, data, application), Bitcoin’s Proof-of-Work (PoW) mechanism, Ethereum’s Proof-of-Stake (PoS), Scalability challenges 


	Module-III
	( 8 Hours)

	Smart Contracts and Permissioned Platforms:
Ethereum architecture (accounts, gas, EVM), Solidity basics (data types, functions, events), 
Hyperledger Fabric network components (peers, orderers, MSPs, channels) 


	Module-IV
	( 7 Hours)

		


	Identity, Interoperability and Applications:
Self-Sovereign Identity (SSI) principles, Interoperability frameworks (Polkadot, Cosmos IBC), Case studies: finance (DeFi), supply chain (IBM Food Trust), healthcare (medical records)







Text Books:
1. Imran Bashir, Mastering Blockchain: A Deep Dive into Distributed Ledgers, Consensus Protocols, Smart Contracts, DApps, Cryptocurrencies, Ethereum, and More, 4th Ed., Packt, 2023.
2. ArshdeepBahga& Vijay Madisetti, Blockchain Applications: A Hands-On Approach, Universities Press, 2019.

References Books:
1. Daniel Drescher, Blockchain Basics: A Non‑Technical Introduction in 25 Steps, Apress, 2017.

2. YassineMaleh et al., Blockchain for Cybersecurity and Privacy: Architectures, Challenges, and Applications, Springer, 2021.

CO-PO Mapping:

	 
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	3
	2
	
	
	
	2
	
	
	
	
	
	

	CO2
	2
	
	3
	2
	
	
	
	
	
	
	
	

	CO3
	
	
	2
	
	3
	2
	2
	
	
	
	
	

	CO4
	
	
	
	
	
	
	
	
	3
	2
	2
	




(1:Low, 2:Medium, 3:High)

















SUB_CODE: CYBER SECURITY AND PRIVACY		(L-T-P:Credits)(3-0-0:3)

	Prerequisites
	Basic knowledge of internet technologies and network security is required.



Course Outcomes:

	CO1
	 Identify and analyze security threats, vulnerabilities, and scanning tools.

	CO2
	 Examine cybercrime laws and interpret the behavior of cybercriminals.

	CO3
	 Evaluate cyber attack types and apply countermeasures in real-world domains.

	CO4
	 Understand digital forensic principles, and apply evidence-based reasoning in cyber investigations.




Detailed Syllabus

	Module-I
	(  7 Hours)

	Introduction to Cyber security: Basic Cyber Security Concepts, layers of security and Cyber Security Policy, Vulnerability, threat, Harmful acts, Internet Governance – Challenges and Constraints, Computer Criminals, CIA Triad, Assets and Threat, motive of attackers, active attacks, passive attacks, Software attacks, hardware attacks, Cyber Threats-Cyber Warfare, Cyber Crime, Cyber terrorism, Cyber Espionage, etc., Comprehensive Cyber Security Policy.

	Module-II
	( 7 Hours)

	Cyberspace and the Law & Cyber Forensics: Introduction, Cyber Security Regulations, Roles of International Law. The INDIAN Cyberspace, National Cyber Security Policy. Introduction, Historical background of Cyber forensics, Digital Forensics Science, The Need for Computer Forensics, Cyber Forensics and Digital evidence, Forensics Analysis of Email, Digital Forensics Lifecycle, Forensics Investigation, Challenges in Computer Forensics 

	Module-III
	( 7 Hours)

	Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and Wireless Devices, Trends in Mobility, Credit card Frauds in Mobile and Wireless Computing Era, Security Challenges Posed by Mobile Devices, Registry Settings for Mobile Devices, Authentication service Security, Attacks on Mobile/Cell Phones, Organizational security Policies and Measures in Mobile Computing Era, Laptops.

	Module-IV
	( 9 Hours)

	Cyber Security: Organizational Implications: Introduction, cost of cybercrimes and IPR issues, web threats for organizations, security and privacy implications, social media marketing: security risks and perils for organizations, social computing and the associated challenges for organizations.
Privacy Issues: Basic Data Privacy Concepts: Fundamental Concepts, Data Privacy Attacks, Data linking and profiling, privacy policies and their specifications, privacy policy languages, privacy in different domains- medical, financial, etc





Text Books:
3. SunitBelapure and Nina Godbole, “Cyber Security: Understanding Cyber Crimes, Computer Forensics And Legal Perspectives”, Wiley India Pvt Ltd, ISBN: 978-81- 265-21791, 2013.
4. B.B. Gupta, D.P. Agrawal, Haoxiang Wang, “Computer and Cyber Security: Principles, Algorithm, Applications, and Perspectives”, CRC Press, ISBN 9780815371335, 2018.

References Books:

1. Cyber Security Essentials, James Graham, Richard Howard and Ryan Otson, CRC Press. 
2. Introduction to Cyber Security, Chwan-Hwa(john) Wu,J. David Irwin, CRC Press T&F Group.

CO-PO Mapping:

	 
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	2
	
	3
	3
	3
	1
	
	2
	1
	1
	
	1

	CO2
	2
	
	3
	2
	2
	1
	
	3
	1
	1
	
	1

	CO3
	1
	
	3
	3
	2
	1
	
	2
	1
	1
	
	1

	CO4
	1
	
	2
	3
	1
	1
	
	2
	1
	1
	
	1




(1:Low, 2:Medium, 3:High)












SUB_CODE:             SUBJECT: OPERATING SYSTEM LABLaboratory (0-0-3:1.5)

	Prerequisites
	Programming Language, Data Structure 



Course Outcomes:

	CO1
	Become conversant with various Unix commands and their specific uses. 

	CO2
	Write, debug, and execute UNIX shell scripts for a given problem. 

	CO3
	Implement various scheduling algorithms used at the operating system level. 

	CO4
	Write programs for creation of child processes and communication among them.



Detailed Syllabus
	Experiment No.
	Experiment

	
1
	
Introduction to basic Linux commands.

	2
	Linux File Structure and advance commands like grep, pipe, head etc.

	3
	VI editor commands and Linux system calls.

	4
	Introduction to Linux Shell Script: Arithmetic Expressions, Relational and Conditional Operators.

	5
	Linux Shell Script: Looping, Switch Cases.

	6
	CPU Scheduling (Non-Pre-emptive) FCFS, SJF, Priority.

	7
	CPU Scheduling (Pre-emptive) SRTF, RR, Priority-based preemptive.

	8
	Programs on process creation and synchronization.
Inter-process communication using shared memory.

	9
	Synchronization using Semaphore (Producer- Consumer, Reader-Writer).

	10
	Implementing Page Replacement Algorithms.



Text Books:
1.  V. Mukhi, The C Odyssey: UNIX, 1st Edition, BPB Publications, 1992. 
2. Silberschatz, P. B. Galvin, and G. Gagne, Operating System Concepts, 8th Edition, Wiley, 2009. 

Reference Books:
1. S. Tanenbaum, Modern Operating Systems, 3rd Edition, PHI, 2009. 
2. Unix System Programming using C++, T. Chan, PHI (Unit III to Unit VIII)
3. Unix Concepts and Applications, 4th Ed, Sumitabha Das, TMH 

CO-PO Mapping: (1: Low, 2: Medium, 3: High)
	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	2
	2
	3
	1
	
	1
	
	
	
	
	
	2

	CO2
	2
	2
	2
	1
	
	1
	
	
	
	
	
	2

	CO3
	3
	1
	2
	2
	
	1
	
	
	
	
	
	2

	CO4
	3
	2
	2
	1
	
	1
	
	
	
	
	
	2























SUB_CODE:                   SUBJECT: Cryptography Lab       Laboratory (0-0-3:1.5)

	Prerequisites
	Understanding of Cryptography theory and exposure to programming languages



Course Outcomes:

	CO1
	To learn the mono-alphabetic and poly-alphabetic ciphers

	CO2
	To learn key generation mechanisms in cryptography

	CO3
	To study number theory and modular arithmetic for cryptography

	CO4
	To learn key exchange mechanisms



Detailed Syllabus

	1. Mono-alphabetic ciphers: Caesar, Hill

	2. Poly-alphabetic cipher: Vignere Cipher(Vernam, OTP), Playfair

	3. Transposition cipher: Rail Fence Cipher

	4. Modular Arithmetic (Additive inverse, multiplicative inverse)

	5. Number theory(Primality testing, Totient Functions, Primitive Root)

	6. Diffie-Helman Key Exchange

	7. Implementation of RSA Algorithm

	8. Implementation of Elgamal Cryptographic System

	9. Using cryptographic Hash Functions

	10. Public-key cryptosystems



Text Books:
1. Cryptography and Network Security-Principles and Practices, William Stalings, Prentice Hall, India 
2. Network Security and Cryptography, Bernard Menezis, Cengage learning

Reference Books:
1. Cryptography and Information Security, V K Pachghare, PHI
2. (Web) Virtual Cryptography Lab by IIIT Hyderabad- https://cse29-iiith.vlabs.ac.in/








[bookmark: _GoBack]CO-PO Mapping: (1:Low, 2:Medium, 3:High)

	 
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12

	CO1
	2
	2
	3
	2
	1
	
	
	
	
	
	
	3

	CO2
	2
	3
	3
	2
	1
	
	
	
	
	
	
	3

	CO3
	2
	3
	3
	3
	2
	
	
	
	
	
	
	3

	CO4
	2
	3
	3
	3
	3
	
	
	
	
	
	
	3




[bookmark: _heading=h.o21bele7asgz]
